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Introduction
Americans are more united than those who benefit from division want us to believe. Republicans, Democrats, and
Independents largely agree that registration and voting should be secure, modern, and convenient, and that all
eligible people should be encouraged to vote. As voters, we recognize that the more people who participate in
our elections, the better it is for our democracy, making it more likely that the representatives who are elected
will listen to the people.
While Americans across party lines aspire to move closer to a government that is truly of, by, and for the people,
they are equally clear that that is not the state of our democracy today. In fact, Americans are largely united in
believing that government isn’t listening to the people and is badly broken and in need of repair. A pervasive
cynicism about the polarized nature of our politics leaves many feeling hopeless.
The 2016 campaign for president
was one of the most expensive and
Americans are more united than those who
most divisive elections in history.
One year later, with the very founbenefit from division want us to believe.
dations of our democracy under
Republicans, Democrats, and Independents
direct attack from the Trump Administration, we are only starting to
largely agree that registration and voting
get a clear picture of why. In what
should be secure, modern, and convenient,
the intelligence community and
national security experts called a
and that all eligible people should be
classic KGB propaganda operation,
encouraged to vote.
Russians loyal to President Vladimir Putin used social media outlets
like Facebook and Twitter to reach
nearly one-half of the American electorate, with posts intended to play on people’s emotions, provoking more
extreme rhetoric on the political left and right. Much of the Russian influence campaign was based completely
on lies but fanned the flames of extremism, further dividing the nation, influencing the election, and creating a
climate in which the most unlikely outcome became reality: President Donald J. Trump.
Putin’s purpose? Destabilize our democracy and prove to the world that America, and western democracies more
broadly, are more vulnerable than suspected. Putin created global confusion to attempt to reassert Russia’s
long-lost status as a superpower.
As the Office of the Director of National Intelligence made clear in a declassified report after the election, “Russia’s goals were to undermine public faith in the US democratic process, denigrate Secretary Clinton, and harm
her electability and potential presidency. We further assess Putin and the Russian Government developed a clear
preference for President-elect Trump.”
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The issue of foreign meddling in our politics is as old as our nation, and drove much of what the framers created
in our system of checks and balances and by vesting the power to constitute a government in the people’s vote
– the consent of the governed. As Americans strain to digest the daily headlines and the overheated rhetoric in
the unfolding story of Russia’s interference in the 2016 election, a little history may be helpful.
The Polish-Lithuanian Commonwealth was distinctive among 18th century European kingdoms: it was an elective monarchy. After a king’s death, a national Diet assembled to choose a successor. This system functioned
until Catherine the Great, who as Empress of Russia lacked the weaponry now at Vladimir Putin’s disposal but
enjoyed authority rivaling his, spent
more than 2.5 million rubles in 1763
to influence the electors and place
“Russia’s goals were to undermine public
her former lover, Stanisław Poniatowski,
on the throne.
faith in the US democratic process,

denigrate Secretary Clinton, and harm
her electability and potential presidency.
We further assess Putin and the Russian
Government developed a clear preference
for President-elect Trump.”

He was the last King of Poland. As
his kingdom crumbled, a gathering
of American statesmen met nearly
7,000 miles away in Philadelphia to
debate how they might save their
young country from the same fate.

The framers of the U.S. Constitution
were acutely aware of the potential
weaknesses of the new system of
government they were establishing.
They challenged each other on how
the new federal government would
meet future threats, including the
threat of foreign interference. They
knew an elected government could
be in danger from British, French,
and yes, Russian actors. Charles
Pinckney cautioned that, unless
sufficient measures were taken to
protect the integrity of presidential
elections, “In not many years, the
fate of Poland may be that of United
America.”1

“Russia, if you’re listening, I hope you’re able to find the 30,000 emails that are Pinckney’s warning has special resmissing. I think you will probably be rewarded mightily by our press.”
onance in the wake of the 2016 elec-

tion. Speaking with high confidence,
the U.S. intelligence community concluded in January that Putin’s Russia aimed to undermine public faith in the American democratic process,
denigrate Democratic candidate Hillary Clinton, and support the candidacy of now-President Donald Trump.2

Russia-backed hackers stole tens of thousands of documents from the Democratic National Committee and
Clinton campaign chairman John Podesta, carefully timing their release via WikiLeaks to achieve maximum
political damage.3,4 Separate operatives launched cyberattacks on American voting infrastructure, purchased
illegal political advertisements, and conducted an ambitious propaganda campaign on social media. Meanwhile,
Donald Trump implored, “Russia, if you’re listening, I hope you’re able to find the 30,000 emails that are missing.
I think you will probably be rewarded mightily by our press.”5 He also praised WikiLeaks for releasing emails that
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it may have obtained from Russian hackers, and continues to dismiss the intelligence community’s conclusions
of Russian responsibility.6
A year after Trump’s upset victory, as a special counsel’s investigation of Russia’s activity yields its first indictment
and conviction, it’s clear that democracy in America still has vulnerabilities. This report examines some of those
vulnerabilities, along with the challenges of and the progress made toward addressing them.

Executive Summary
The Russian interference in the 2016 presidential election provides a window into the vulnerabilities in America’s
democratic institutions.












Russian-affiliated hackers attempted to infiltrate at least 21 states’ election infrastructure. While officials
insist there’s no evidence the hackers altered vote totals, it’s clear that voter registries and voting machines
remain far too exposed to outside interference. Citizens’ information must be protected, and states must
adopt auditable voting methods that ensure election results are sufficiently secure.
Campaign finance law insufficiently guards against the use of foreign money to influence elections, especially online. Russians spent at least $100,000 on Facebook political ads, but it is impossible to know how
much. New legislation is needed to regulate political advertisements distributed via social media and other
internet platforms.
Russian “troll factories” conducted a vast propaganda campaign to create and distribute fake news to a wide
American audience. Meanwhile, President Trump has lashed out against reporters and stories he dislikes,
threatening the democratic principle of a free press.
Despite the Constitution’s prohibition of his acceptance of foreign emoluments, the president continues to
profit from his office, gaining unknown sums from foreign governments. His decades of pursuing business
in Russia contradict his claims to have no dealings in the country.
Most of Trump’s predecessors have kept the Justice Department at arm’s length and used their pardon
power sparingly, but Trump shows little respect for those traditions. He has consistently acted to hamstring
independent investigations into Russian interference and his own allies’ involvement.
Despite a halting start, the people and institutions entrusted with running our elections are increasingly
aware of and responding to this threat to our democracy.

Election System Security
“The Ministers of foreign powers would have and would make use of, the opportunity to mix their
intrigues and influence with the Election. …It will be an object of great moment with the great rival
powers of Europe…to have at the head of our Government a man attached to their respective politics
and interests.” – James Madison7

Russian Hacking Efforts.

Russian attempts to hack U.S. election systems began well before 2016. In 2008, for instance, Russian-affiliated
agents hacked computers used by the Obama and McCain campaigns.8 During its invasion of Ukraine, Russia
effectively used that country as a staging ground for experiments in cyberwarfare: Russian infiltrators accessed
and disrupted Ukrainian media, finance, transportation, military, and politics.9 They even managed to access the
electric grid and repeatedly cut power to sections of the country for hours at a time.10
Well-practiced from those attacks, Russian hackers grew bolder in probing American networks. A former White
House cybersecurity director noted a change starting in 2014. Before then, Russian hackers tended to disappear
once they were detected; afterward, “you’d find them in networks, and they’d stay, almost like they were taunting
us. They became much more aggressive.”11
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During the 2016 California primary, local election officials saw a spike in voters complaining about issues with
their registrations. An investigation revealed that unknown hackers had changed some voters’ registration
information. Looking back, White House officials wondered if the assault was a practice run by Russian agents
“testing what kind of chaos they could unleash on Election Day.”12
The Obama Administration was sufficiently concerned about a massive Election Day cyberattack that it prepared
a contingency plan for “enhanced procedures” in the event of an attack “likely to result in demonstrable impact”
to state election infrastructure.13 Had hackers halted voting entirely, the plan would have authorized deploying
“armed federal law enforcement agents” to polling places and, depending on the scale of the crisis, even calling
up “Active and Reserve military forces.”14 Looking further ahead, the plan proposed a special effort to combat
cyberattacks – including “planted stories” calling the election results into question – for three days after the
election.15
Ultimately, these drastic measures were not implemented, though not all state election systems emerged unscathed. Initial reports indicated that election infrastructure in as many as 39 states was targeted by Russian
agents.16 In June 2017, the Trump Administration’s Department of Homeland Security confirmed cyberattacks
in 21 states, 17 with a total voter turnout last year of more than 82 million. Among those were traditional “swing
states” including Florida, Ohio, Pennsylvania, Virginia, and Wisconsin18 as well as states considered comfortably
“red” or “blue.”
South Carolina’s State Election Commission reported that hackers repeatedly sought to penetrate its voter registration system; they made nearly 150,000 attempts on Election Day alone.19 After penetrating Illinois’s system,
hackers unsuccessfully attempted to edit and delete records from the voter rolls, specifically targeting names
and addresses.20 Unlike California officials, who had been unable to detect their attackers’ identities, Illinois
authorities recorded the hackers’ IP addresses. Using this information, federal intelligence officials concluded
that the attackers were part of the group Fancy Bear, an “arm of Russian military intelligence.”21 Only in September 2017, nearly a year after the attacks, did the federal government notify the 21 states that their systems
had been targeted.22

States Notified by Government About Election Day Targeting
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Consequences of Russian Intrusion.

If Russian leaders set out to weaken Americans’ faith in our democratic institutions, they have made progress.
Polling in 2009 found that 59% of Americans expressed confidence in the honesty of their elections. By Election Day 2016, after a campaign inundated with stories of Russian hacking and multiple candidates lamenting a
“rigged system,” the numbers had dropped drastically: only 30% were confident that American elections were
honest, versus 69% who weren’t.23
A poll released in June 2017 gave more dispiriting news: only 45% of respondents said that they could trust their
state to keep their voting information safe.24 Beyond that, the poll indicated that fears about hacking and election
security are affecting not only voter attitudes, but also potentially behavior: one-fourth of surveyed voters said
they would now consider staying away from their polling place in 2018.25
Senior U.S. intelligence officials speaking with CNN have said that Russia feels “emboldened” by the ineffective
U.S. response to attacks on our election systems.26 This new boldness has manifested itself in several ways. Most
visibly, Russian agents have launched new influence campaigns in other western democracies. The National Security Agency (NSA) confirmed that, in addition to leaking emails from French presidential candidate Emmanuel
Macron, Russian hackers managed to penetrate France’s “election infrastructure” in the lead up to its election.27
The Russians have likewise sought to target German Chancellor Angela Merkel and her party; they had already
stolen data from the German parliament.28
In the U.S., Russian agents have
“maintained an aggressive collection
posture” according to former senior
The first half of 2017 saw a record 791
intelligence officials.29 According to
intrusions, a 29% increase over the same
the Identify Theft Resource Center,
period in 2016. Russia has increased
which monitors data breaches in the
U.S., the first half of 2017 saw a retraditional spying as well as cybercord 791 intrusions, a 29% increase
intelligence operations. U.S. intelligence has
over the same period in 2016.30 Russia has increased traditional spying
observed increasing numbers of suspected
as well as cyber-intelligence operaRussian intelligence agents using innocuous
tions. U.S. intelligence has observed
increasing numbers of suspected
business justifications to enter the U.S.
Russian intelligence agents using
innocuous business justifications
to enter the U.S.31 Officials believed
the Russians were “replenishing their ranks” after the Obama Administration expelled 35 suspected Russian
spies following the election, with the number of suspected Russian operatives reaching nearly 150.32 Thomas
Rid, professor at King’s College London, concluded that following their successes in election-meddling, the
Russians are “testing out red lines, what they can get away with. You push and see if you’re pushed back. If not,
you try the next step.”33

The Path Forward.

Shortly before President Obama left office, the Department of Homeland Security (DHS) designated American
election systems as “critical infrastructure.”34 While the systems are run by state governments, the designation
made them eligible for additional federal protection, including more efficient access to classified threat information,
additional training, and other tools aimed at public and private entities.35 The designation covers “storage facilities,
polling places, and centralized vote tabulations locations used to support the election process, as well as information and communications technology like voter registration databases, voting machines and other systems used
to manage the election process and report results.”36 The designation also allows states to more quickly access
extensive DHS services, including in depth vulnerability assessments of the states’ entire infrastructure.
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Even with this designation, there is much work to do. Although DHS affirmed that “there was no indication
that adversaries were planning cyber activity that would change the outcome” of the election, that does not
mean that voting machines are invulnerable.37 At the hacking conference DEF CON in summer 2017, organizers
set up a dozen American voting machines for attendee experiments. The first machine was hacked within two
minutes.38 Many machines in use by states are over a decade old, with aging hardware and obsolete operating
systems. Even worse, only three states have post-election audits robust enough to detect and thwart an attack.
Fourteen states still conduct elections with voting systems which provide no record of the vote – i.e. a paper
ballot. Thirty-two states allow some form of internet voting in which ballots become completely digital and
there is no permanent voter verified paper record of the vote.
There are bipartisan steps forward however. In June this past summer, more than 100 experts on election
administration, computer science and national security released a letter laying out an actionable plan for
safeguarding the vote. The experts included Tea Party Republicans and progressive Democrats, academic
computer scientists and corporate security officials — all united in the view that the “nation’s rough patchwork of voting security measures is wholly inadequate.”39 Specifically, the letter called for paper records for
every vote cast, robust audits in every state, ending internet voting, replacing aging election infrastructure
and stepping up cybersecurity best practices.
Additionally, there is a growing, bipartisan consensus in Congress and in statehouses across the country on
behalf of strong action. The cause has united some traditional political rivals: Robby Mook, former campaign
manager for Hillary Clinton, and Matt Rhoades, head of the 2012 Mitt Romney campaign, have joined forces to
create “Defending Digital Democracy,” an initiative to fight election hacking and address foreign intervention
as a non-partisan issue.40
On Capitol Hill, Sen. Amy Klobuchar, D-MN, has introduced a bill to increase funding to the federal Election
Assistance Commission by $325 million, offering states resources to update and better protect their voting
machines and election infrastructure.41 Sens. Lindsey Graham, R-SC, and Klobuchar and Reps. Mark Meadows,
R-NC, and Jim Langevin, D-RI, have introduced legislation that would authorize federal grant programs to
assist states in upgrading cybersecurity practices, updating voting machinery and statewide voter registration
databases, and conducting risk limiting audits.
The most promising steps have been taken on the state level. Virginia has decommissioned its paperless
voting systems, replacing them with paper ballot systems in time for the 2017 elections. In September 2017,
Rhode Island joined Colorado as the second state to require post-election, risk-limiting audits to verify the
accuracy of vote counts.42 West Virginia has hired a cybersecurity expert to augment its elections officials, and
Delaware is replacing its 21-year-old electronic voting system with one that leaves a paper trail to allow for
post-election auditing.43
Now, other states must follow their neighbors’ good examples. The use of paper ballots instead of voting machines “provides a resilient physical record of the vote that simply can’t be compromised by a cyberattack.”44
With risk-limiting audits, officials can manually check a random sample of the ballots to quickly and reliably
verify that the election outcome was correctly reported. Ending Internet voting — permitted in some form by
32 states — will ensure there is a paper ballot the voter has verified for every vote cast. And upgrading and
regularly inspecting voter registration databases will help protect them against future attacks. There are ways
to protect the integrity and security of our elections; states need only the resources and the political will to
implement them.
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Money in Politics
“Foreign powers will intermeddle in our affairs, and spare no expense to influence them. Persons
having foreign attachments will be sent among us and insinuated into our councils, in order to be
made instruments for their purposes. Every one knows the vast sums laid out in Europe for secret
services.” – Elbridge Gerry45
It’s illegal for a foreign national to make “a contribution or donation of money or other thing of value” or an
“expenditure, independent expenditure, or disbursement for an electioneering communication.”46 It is likewise
illegal for an American to “solicit, accept, or receive” any such contribution or donation from a foreign national.47
Despite this prohibition, there are ways for foreign money to creep into American politics and elections.
An investigative report published in October by Russian journalists explored a Russian “troll factory” that employed
dozens of workers to pose as Americans and spread disinformation through Americans’ social media feeds.48
The operators of this troll factory
spent approximately $2.3 million in
these efforts.49 Facebook emerged
The Honest Ads Act would require social
as a new front in the propaganda war
when these Russian agents bought
media networks including Facebook,
ads targeted at specific demographic
Google, and Twitter to establish a
groups on Facebook to spread their
disinformation to the most receppublicly-accessible archive of all political
tive audiences.50 Though Facebook
ads published by purchasers who
initially dismissed these allegations,
it eventually acknowledged the Russpend over $500. Each record would
sian ad purchases. In early Septeminclude a copy of the ad, describe the
ber 2017, the company reported its
discovery of $100,000 spent by Rusintended audience, and provide contact
sian-controlled clients on approxinformation of the purchaser.
imately 3,000 ads.51 The ads were
connected to 470 “inauthentic” accounts and pages that were affiliated
with one another and “likely operated out of Russia.”52 After public pressure, Facebook agreed to release information on the ads to congressional investigators and pledged to take steps to increase political transparency on
the platform.53
The Russian strategy appears to have been to splinter the American left while uniting the right behind then-candidate Trump. In addition to ads criticizing Hillary Clinton and supporting Trump, there were ads promoting
Green Party candidate Dr. Jill Stein54 and Sen. Bernie Sanders, D-VT, long after he had ended his campaign.55
In an effort to thwart the proliferation of foreign-funded advertisements on Facebook, Sens. Klobuchar, Warner,
and McCain introduced the Honest Ads Act on October 19, 2017.56 The proposal would require social media
networks including Facebook, Google, and Twitter to establish a publicly-accessible archive of all political ads
published by purchasers who spend over $500.57 Each record would include a copy of the ad, describe the intended audience, and provide contact information of the purchaser.58
The Foreign Agents Registration Act (FARA) is designed to regulate and record the activities of foreign agents seeking to lobby in the U.S. It provided the basis for some of the charges filed in October 2017 against former Trump
campaign chairman Paul Manafort, but has rarely been enforced and largely been rendered ineffective by legal
loopholes. The law does not apply to U.S.-based foreign agents who meet with American government or campaign
officials overseas. It also allows American lobbyists to meet with elected officials on behalf of foreign clients and
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then immediately make donations to the officials’ political campaigns.59 And through creative structuring, RT (formerly Russia Today), the news network funded by the Russian government, need not register as a foreign agent.60
Foreign funds can also enter American politics through 501(c)(4) nonprofit groups. The Tax Code requires that
501(c)(4)s engage in “social welfare” as a primary purpose, but they may also participate in politics so long as
that accounts for less than half of their activities. And though federal law bans both direct and indirect political
contributions and expenditures by foreign nationals, 501(c)(4)s are generally permitted to accept foreign contributions and need not publicly disclose their donors.61 Foreign national contributions to a 501(c)(4), which can
be used to pay for non-political operating expenses, free up U.S. national dollars to pay for political activity—the
foreign national dollars effectively subsidize the political activity. So, the combination of the fungibility of money, a lack of Internal Revenue Service enforcement of restrictions on 501(c)(4) political activity, and the lack of
transparency make it impossible to gauge how much foreign money is used to influence American elections
through perfectly legal means, let alone covert, illegal ones.
The most significant publicly known intersection of campaign finance and Russian influence during the 2016
campaign occurred June 9, 2016, when Donald Trump, Jr., Jared Kushner, and Paul Manafort, then-manager of
the Trump campaign, met with Russian lawyer Natalia Veselnitskaya in Trump Tower. A few days before, Trump
Jr. had been contacted via email by Rob Goldstone, a producer and publicist for Russian pop star Emin Agalorov.
Goldstone wrote that Emin’s father, Aras Agalarov, a real estate tycoon with personal ties to Putin and business
ties to Donald Trump, had documents to share that “would incriminate Hillary and her dealings with Russia and
would be very useful to your father.”62 He added that “This is obviously very high level and sensitive information
but is part of Russia and its government’s support for Mr. Trump.”63 Within minutes, Trump Jr. responded with
“If it’s what you say I love it, especially later in the summer.”64
Trump Jr. passed the information on to Kushner, his brother-in-law, and campaign manager Manafort; all three
were present for the June 9 meeting. Kushner, it should be noted, had been placed in charge of the campaign’s
social media efforts after noting the Trump team’s previous underutilization of online platforms.65 During the
campaign, he partnered with the Republican National Committee’s data team and targeting firms like Cambridge
Analytica to direct selected pieces of information to campaign supporters judged to be most receptive.66 Another
attendee of the meeting on the Russian side was Ike Kaveladze, who had been targeted in a money laundering
investigation over his establishing about 2,000 U.S. corporations and bank accounts used by Russian citizens
to move $1.4 billion.67
The meeting as described leaves both sides open to potential criminal liability. Russian nationals and the Russian
government may have made illegal contributions or expenditures to benefit the Trump campaign, while Donald Jr.
and the Trump campaign risked violating criminal prohibitions on soliciting and receiving illegal contributions, and
coordinating with foreign nationals in their illegal expenditures.68 Under the coordination rules, designed to enforce
contribution limits, any spending by Russian nationals made “in cooperation, consultation, or concert with, or at
the request or suggestion of” Trump or an agent of his campaign can be considered a contribution to the Trump
campaign.69 Receipt of that contribution would place the campaign in violation of the ban on foreign contributions.
Significantly, the prohibition on foreign contributions does not apply only to money; it also prohibits donating
a “thing of value” to a candidate or committee.70 To longtime campaign finance lawyer Paul S. Ryan, vice president of policy and litigation at Common Cause, the emails on the Trump Tower meeting provide “the smoking
gun confirming that Donald Trump Jr. illegally solicited a contribution from a foreign national.”71 Incriminating
documents and opposition research intended to damage the opposing candidate clearly qualify as “things of
value,”72 Ryan concluded. Trump Jr.’s response to the news and the people he chose to include in the meeting
suggest the campaign saw the Clinton documents as potentially very valuable. Ryan further noted that Trump
Jr.’s suggestion that the damaging Clinton information would be most useful “later in the summer” was evidence
of coordination with the Russian agents over the timing of release.73
Ryan is not alone in his assessment. Rick Hasen, law professor at the University of California, Irvine, described the
emails as a “smoking gun” and argued that the documents offered by the Russians “can be considered a ‘thing
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of value’ for purposes of the campaign finance law.”74 And Ryan Goodman, editor of the website Just Security,
described the emails as “very clear evidence of participation in a scheme to involve the Russian government in
federal election interference, in a form that is prohibited by federal criminal law.”75
These revelations throw statements by then-candidate Donald Trump, such as his repeated praise for WikiLeaks
release of Democratic operatives’ emails, or his request that Russia find and release Hillary Clinton’s missing
emails, into new light. When his senior campaign officials were meeting with representatives of the Russian
government on that topic, Trump’s claim to have been “joking” about the request strains credulity and looks
increasingly like coordination and solicitation.
Common Cause has filed complaints with the FEC and the Department of Justice on these matters, for potential
violations by both Donald Trump Jr. and the Russian nationals. Current law gives the FEC authority to reduce
this vulnerability in our democracy; the agency need only take the time to investigate and marshal the facts. A
thorough investigation is needed to determine whether campaign finance law has, in fact, been violated, and if
it has, the authorities must prosecute the offenders to discourage future violations.

Media and Democracy
“The people do not [lack] virtue, but are the dupes of pretended patriots. …they are daily misled into
the most baneful measures and opinions by the false reports circulated by designing men, and which
no one on the spot can refute.” – Elbridge Gerry76

The Russian Campaign

An enormous component of the Russian efforts to influence the 2016 election was the use of innovative media
strategies to spread desired narratives and influence voters. Traditional propaganda outlets played their part:
international news agencies RT and Sputnik, funded by the Russian government, included Russia-favorable spin
in their news stories, promoting criticism of Hillary Clinton, praising Donald Trump, and emphasizing any stories
that suggested corruption and weakness in American democracy.77 Fragments of stolen Democratic Party emails
released by WikiLeaks, magnifying conspiracy theories, were packaged as traditional online or television news
stories.

As referenced above, Russian actors conducted this propaganda campaign partially through “troll factories”
staffed by internet users masquerading as Americans. Just one, the Internet Research Agency (IRA), spent $2.3
million in its efforts. Initially, it supported 90 workers on the “U.S. desk” who spread Russian propaganda via
social media and contacted some American activists directly.78 IRA offered thousands of dollars to Americans who
would organize protests on especially divisive issues.79 As the election grew nearer, IRA significantly expanded its
capabilities: by mid-2015, its staff had grown to between 800 and 900, and it had begun creating and spreading
“videos, infographics, memes, reporting, news, analytical materials,” among other media.80 By September 2016,
IRA was posting over 1,000 pieces per week, with an estimated of audience of 20-30 million for the month.81
Just as Facebook became a new channel for foreign political money in 2016, it also served as a pipeline for propaganda. Facebook insists there was no evidence of foreign ad purchases on its site but concedes that some
governments and individuals were spreading “fake news” to “distort domestic or foreign political sentiment,
most frequently to achieve a strategic and/or geopolitical outcome.”82 By the end of October, 2017, Facebook
reported that it had discovered 36,746 Russian-linked accounts posting automated political content.83 By Facebook’s estimates, 126 million users, more than one-third of the U.S. population, were exposed to these fraudulent
accounts’ posts between 2015 and 2017.84
The amount of fake news — fabricated stories designed to resemble legitimate news, then posted on websites
and shared on Facebook before the 2016 election – was so pronounced that, shortly before Election Day, they
generated more engagements on the platform than 19 top legitimate news sources combined.85
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To its credit, Facebook has taken steps to hinder the spread of fake news. Shared stories now include panels with
information about the publisher to give an indication of the source’s legitimacy.86 The links are also followed
by additional links to related stories, providing readers with additional context.87 The impact of these new features is unclear. There is no easy way to convince a voter that what he believes to be true is actually false. Nor
is it simple to make someone discount a true story just because it was shared in a targeted foreign intelligence
operation. Because it exists in the mind of every citizen, this vulnerability of American democracy is one of the
most difficult to address.

President Trump and the Press

When discussing the influence of Russian interference on the media, a separate danger must be addressed.
President Trump’s response to media coverage of Russia’s election meddling has been marked by his hostility
to reporters, news outlets, and even the democratic norm of a free and independent press. The president has
appropriated the term “fake news” and applied it to stories or sources he finds inaccurate or simply unfavorable.
In February 2017, he labeled the socalled “fake news” media — broadly speaking, the mainstream press
— “the enemy of the people.”88 Days
later, he repeated the charge to attendees at the annual Conservative
Political Action Conference, declaring that journalists “have no sources;
they just make ‘em up when there
are none.”89
The administration’s relationship
with the White House press corps
has been similarly hostile. As White
House press secretary, Sean Spicer
made an unprecedented decision
to hold off-camera press briefings
that excluded reporters from CNN,
The president tweeted a video depicting him body-slamming a man whose face the New York Times, the Los Angeles Times, Politico, BuzzFeed, the
had been replaced with an animated CNN logo
BBC, and The Guardian, outlets the
president had previously criticized.90
Later in his tenure, Spicer sharply cut the number of on-camera briefings for all reporters; news networks began
sending sketch artists to document the briefings.91
President Trump’s personal relationship with the press has only deteriorated. He is friendly with conservative
radio hosts like Laura Ingraham and cable TV’s Fox News channel; he routinely tweets his approval of Fox’s
morning program, Fox & Friends. Outside of conservative media, though, his hostility has steadily increased. In
February 2017, during a one-on-one meeting with then-FBI Director James Comey, Trump began the discussion
by condemning leaks to the media by members of his administration.92 He suggested that the FBI should consider putting reporters in prison, saying “Look, you used to put reporters in prison 10 or 15 years ago and that
had some real impact.”93
In July, the president tweeted a video depicting him body-slamming a man whose face had been replaced
with an animated CNN logo,94 prompting a director of the Committee to Protect Journalists to complain that
his “charged rhetoric online…undermines the media in the U.S. and emboldens autocratic leaders around the
world.”95 The president was undeterred; he has declared online that “Drain the Swamp…begins with the Fake
News!”96 On October 11, in response to negative coverage, he tweeted, “With all of the Fake News coming out
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of NBC and the Networks, at what point is it appropriate to challenge their License? Bad for country!”97 His apparent willingness to use the federal government to silence an unfriendly network, combined with the fact that
broadcast licenses are held by local stations, not NBC and other networks — reveals a staggering ignorance of
or contempt for the First Amendment.

Financial Conflicts of Interest
“This very executive may, by consent of Congress, receive a stated pension from European potentates…
It is not many years ago—since the Revolution—that a foreign power offered emoluments to persons
holding offices under our government. It will, moreover, be difficult to know whether he receives
emoluments from foreign powers or not.” – George Mason98
The Foreign Emoluments Clause of the U.S. Constitution (Article 1, Section 9) stipulates that no one holding an
“office of profit or trust” under the Constitution may “accept any present, emolument, office or title of any kind
whatever from any King, Prince or foreign State.”99 The framers imposed this ban on emoluments — payments,
profits, or advantages — as another safeguard against foreign influences corrupting the national government.100
President Trump now serves with unprecedented financial conflicts of interest, presiding over a business empire
spanning 25 countries and receiving payments from foreign powers at his hotels, but neither he nor Congress
have taken action to mitigate these conflicts.101 It’s unclear whether possible violations of the Emoluments Clause
are part of the investigation led by Special Counsel Mueller.
Every president since Jimmy Carter placed his assets into a blind trust or converted them into non-conflicting
assets.102 They understood that this protected them from accusations of corruption. Given the intelligence community’s finding that Russia actively worked to support President Trump’s election, he had more reason than
most to shield himself from such accusations. Nevertheless, he has refused to divest from his holdings, place his
assets in a blind trust, or release his tax returns to the public. On Russia, he has adopted a policy of firm denial:
he has tweeted “I HAVE NOTHING TO DO WITH RUSSIA — NO DEALS, NO LOANS, NO NOTHING!” and repeatedly
insisted that he has “no investments in Russia, none whatsoever.”103
These protests belie decades of investments and partnerships.
Near bankruptcy in 1996, Trump proposed building an underground shopping mall near the Kremlin in Moscow,
saying he had never been “as impressed with the potential of a city as [he had] been with Moscow.”104 During the
next 10 years, he filed at least eight trademarks in Russia.105 Although the project was a failure, Trump formed
relationships that later proved fruitful, notably with the Bayrock Group, a company founded by “a former Soviet
official and a Russian-American businessman who has since been implicated in a stock-manipulation and money-laundering scheme involving members of the Russian mob.”106 During this same period, Russian nationals
began buying dozens of condos in Trump Tower in Manhattan.107
New attempts to bring the Trump brand to Russia resumed in the next decade; between 2005 and 2008, Trump
or his children pursued a new Russian branding deal every year.108 In a deposition in 2007, Trump said “Russia is
one of the hottest places in the world for investment” and pledged that “We will be in Moscow at some point,”109
because “It’s ridiculous that I wouldn’t be investing in Russia.”110 Representatives of Bayrock arranged to bring
Russian investors to Trump Tower to discuss Moscow deals.111 Donald Trump, Jr., demonstrated particular interest in Russian projects, visiting the country six times during an 18 month period.112 In 2008, he boasted that
“Russians make up a pretty disproportionate cross-section of a lot of our assets. We see a lot of money pouring
in from Russia.”113 In 2013, Trump took the Miss Universe Pageant to Moscow with $20 million in funding from a
Russian billionaire.114 He joked about becoming best friends with Vladimir Putin and went on David Letterman’s
talk show to declare “I’ve done a lot of business with the Russians.”115 The next year, his son Eric told a golf magazine “We don’t rely on American banks. …We have all the funding we need out of Russia.”116

Common Cause

11

“Russia is one of the hottest
places in the world for
investment... We will be in
Moscow at some point.”

2007

“I HAVE NOTHING TO DO
WITH RUSSIA — NO DEALS,
NO LOANS, NO NOTHING!”

2016

Within the past year, Special Counsel Mueller has begun investigating the 2013 pageant, a 2008 sale of Florida
real estate by the Trump organization to Russian buyers,117 and the Trump partnership with Bayrock on the Trump
SoHo condo development for possible ties between Trump and elements within the Russian government.118 Former senior officials speaking with the New York Times suggested that the investigation was focused on money
laundering by Trump associates, under the assumption that any payoffs in exchange for cooperation with Russian
officials would have been moved through offshore banks to conceal them.119
A lawsuit alleged that Bayrock received financial backing from Russian criminal enterprises, asserting that “tax
evasion and money-laundering are the core of Bayrock’s business model.”120 The allegations did not stop Trump
from partnering with Bayrock on further projects in Florida, Arizona, New York, and around the world.121 One
Bayrock official secured a $50 million investment in Trump SoHo by an Iceland-based firm “preferred by wealthy
Russians ‘in favor with’” Putin.122 Nor did Bayrock’s history prevent Trump from hiring its principal partner Felix
Sater as a senior advisor in his own company. Sater, who has boasted of ties to Kremlin and KGB contacts, has
further ties to Russian and American organized crime.123 His career has included a period as mob informant for
the FBI and a stint in prison for “slashing apart another man’s face with a broken cocktail glass” before his time
with Bayrock and the Trump Organization.
While in Moscow, Trump met with Putin-allied Russian oligarchs, even bragging that “The Russian market is
attracted to me. …Almost all of the oligarchs were in the room.”124 Among those he met was Hergman Gref, head
of Russia’s largest bank, the state-run Sberbank.125 As referenced above, Trump also developed a business and
personal relationship with the Agalarov family and appears to have remained in touch with them since his election. In addition to sharing that Trump had sent him a handwritten note after Election Day, Agalarov told Forbes
“Now that he ran and was elected, he does not forget his friends.”126
Even a presidential campaign did not halt Trump’s Russian ventures. While Russian agents worked to support
his election, he continued pursuing business opportunities in their country. In October 2015, Trump signed a 17page letter of intent authorizing his attorneys to negotiate a new Russia project: Trump-branded condominiums,
commercial properties, and a hotel, all in downtown Moscow.127 In late 2016, Trump’s son-in-law met secretly
with Sergey Gorkov, CEO of the U.S.-sanctioned Russian bank Vnesheconombank, which had previously financed
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construction of the Trump hotel in Toronto.128 Trump’s Russian trademarks, registered since in the 1990s but
inactive, were set to expire in 2016, until the Russian patent agency granted 10 new 10-year extensions.129 Four
of them were approved on Election Day.130
But President Trump insists he has no deals with Russia.
While in office, the president has taken few steps to address his conflicts; even the feeble promises he has made
do not appear to have been kept. Hoping to avoid a violation of the Foreign Emoluments Clause, Trump pledged
to donate to the U.S. Treasury all profits from his hotels earned from payments by foreign governments.
This specification of “profits” rather than “income” and “his hotels” rather than “all his businesses” excluded
many payments from foreign governments to the Trump Organization. The organization’s implementation of
the president’s pledge has ignored even more. According to Trump Organization documents, it is “impractical”
to ask all guests whether they have connections with a foreign government and would “impede upon personal
privacy and diminish the guest experience of our brand.”131 Thus, Trump hotels apply the policy only to those
guests who have “specifically identified themselves as being a representative of a foreign government entity.”132
The president’s lawyers contend the Emoluments Clause should not apply to fair-market transactions like hotel
visits, though constitutional law and ethics experts disagree.133
Unless Congress acts to enforce the Foreign Emoluments Clause, agents of foreign governments can freely make
payments to the president in violation of the Constitution. The Constitution explicitly makes this the responsibility
of members of Congress; they have a duty to act on it.

Ethics in Governance and Law Enforcement
“[The president] may frequently pardon crimes which were advised by himself. …If he has the power
of granting pardons before indictment, or conviction, may he not stop inquiry and prevent detection?”
-George Mason
“If the president be connected, in any suspicious manner, with any person, and there be grounds to
believe he will shelter him, the House of Representatives can impeach him; [and] they can remove
him if found guilty.” – James Madison134
As head of the Executive Branch, the President of the United States is the ultimate authority of the Department of
Justice. To maintain the independence of law enforcement however, presidents traditionally have deferred to the
attorney general and refrained from micromanagement. The president also has the power to pardon violators of
federal crimes. The Constitution places no explicit conditions on this power, but presidents traditionally have used
a formalized process to avoid arbitrary exercise of the power. President Trump has signaled his willingness to break
with these precedents, firing FBI Director Comey and suggesting he may dismiss Special Counsel Mueller as well.
Perhaps Trump feels the revelation of Russian assistance to his campaign cheapens his victory. For whatever reason,
he has deliberately and repeatedly moved to discourage and discredit investigations of the Russian intervention,
to the point that he risks criminal liability for reasons totally unrelated to the matters under investigation.
In Summer 2016, American intelligence agencies learned that Russian officials were discussing efforts to influence
Donald Trump through Paul Manafort and retired Gen. Michael Flynn, both of whom had ties to Russia.135 When
President Trump fired Acting Attorney General Sally Yates on January 30, 2017, the announced reason was her
refusal to defend his newly-announced ban on travel to America from predominately Muslim nations.136 In the
weeks that followed, it emerged that Yates had clashed with the White House over Gen. Flynn’s conduct during
his brief tenure as the president’s national security advisor. Flynn had spoken by phone to Russian ambassador
Sergey Kislyak, but insisted that their discussion did not include the possibility that Trump would relax sanctions
on Russia; other members of the administration repeated the denial.137 Yates and DOJ knew – thanks to work by
the intelligence community – that Flynn was not being truthful, and was thus “compromised” by Russia, which
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could use the lie to blackmail him.138 She informed the White House, expecting immediate action, but Flynn was
not forced out until weeks later, after Yates had been fired.139
This is not the only firing with unexplained connections to the Russia investigation. Preet Bharara, formerly U.S.
attorney in the Southern District of New York, has charged that though President-elect Trump personally asked
him to remain at his post in the incoming Trump Administration, he was among 45 U.S. attorneys asked to resign on March 11, 2017.140 Special Counsel Mueller is now investigating business transactions by Trump and his
associates in New York, following groundwork laid by Bharara prior to his firing.141
Before his dismissal, Bharara’s office also had been investigating Russian-linked money laundering, focusing
on a firm represented by Natalia Veselnitskaya, the attorney who met with Donald Trump, Jr., at Trump Tower in
June 2016 to offer information on Hillary Clinton.142 Marc Kasowitz, President Trump’s personal lawyer, reportedly warned Trump that Bharara “is going to get you” and later boasted about playing a central role in Bharara’s
firing.143 In appointing new U.S. attorneys, Trump has taken the unprecedented step of personally interviewing
multiple candidates: violating the traditional independence of the Justice Department, he has met with potential
appointees for Washington, D.C. and New York, arguably the nation’s highest profile prosecutor’s offices.144,145
In a misunderstanding of news reports or a deliberate attempt to shift public attention and investigators’ focus,
President Trump on March 4, 2017 issued a series of tweets alleging that shortly before the election, President
Obama ordered a wiretap on his phones at Trump Tower.146 The charge received cover from U.S. Rep. Devin Nunes,
R-CA, chairman of the House Intelligence Committee and a former member of Trump’s transition team. Nunes
met with Trump at the White House and later told reporters that intelligence monitoring during the Obama administration may have “incidentally” picked up conversations by Trump advisors.147 Although the president took
Nunes’ remarks as vindication, the Justice Department ultimately acknowledged that there was “no evidence to
support President Donald Trump’s claim that President Barack Obama ordered the wiretapping of Trump Tower
during the 2016 presidential campaign.”148
President Trump’s highest-profile firing has been that of FBI Director Comey, who was the ultimate overseer of
the Bureau’s Russia investigation. Breaching another norm, President Trump had one-on-one conversations with
Comey several times in the early days of the administration. According to Comey, the president asked during one
meeting if the director could “let Flynn go,” and insisted that he needed Comey’s “loyalty.”149 Comey declined
to pledge loyalty and on May 9, 2017, the president fired him. The stated reason was what Trump and his allies
contend was Comey’s flawed handling of the Hillary Clinton email investigation in the months leading up to the
election, even though Trump praised the director’s decision at the time.150
Flimsy as this justification was, the president undermined it further by conceding in an interview with NBC News
that “Regardless of (Attorney General Sessions’) recommendation, I was going to fire Comey.”151 He acknowledged
that “when I decided to just do it, I said to myself, I said, you know, this Russia thing with Trump and Russia is a
made-up story.”152
The president quickly learned that firing Comey would not protect him from further scrutiny. In the firing’s aftermath, Deputy Attorney General Rod Rosenstein appointed former FBI Director Robert Mueller as special counsel
to investigate Russia’s interference in the 2016 election. Within weeks, published reports indicated that Mueller’s
probe includes an investigation of President Trump for possible obstruction of justice.153
The president’s behavior since Mueller’s appointment has provided further subjects for investigation. When he
learned that reporters were about to break the story of Donald Jr.’s meeting at Trump Tower to discuss Russian
assistance against Clinton, President Trump and his advisors reportedly recommended that Donald Jr. release
a full and truthful statement that could not be contradicted later, to “get ahead of the story.”154 Hours later, the
president apparently dictated a statement for his son claiming that the meeting had “primarily discussed a
program about the adoption of Russian children,” a claim that eventually was contradicted by Donald Jr.’s own
emails on the meeting.155 When those details emerged, the president’s advisors feared he had placed them in
potential legal jeopardy and created the appearance of a coverup.156
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For whatever reason, President Trump has shown a strong interest in restricting the scope of the special counsel’s investigation. In June 2017, Christopher Ruddy, a confidant of Trump’s, told PBS he believed the president
was considering firing Mueller.157 In July, the president said that “a special counsel should never have been
appointed in this case” and that it would be a “violation” for Mueller to probe his financial dealings or those of
his family.158 His lawyers then began building a case against Mueller’s credibility, alleging conflicts of interest.159
Trump echoed them, suggesting that Mueller had a conflict because he had been considered for the post of FBI
Director after Comey’s firing.160 Enigmatically, he added, “There were many other conflicts that I haven’t said,
but I will at some point.”161
The special counsel cannot be fired directly by the president; that authority is reserved for the attorney general,
or – if the attorney general’s office is vacant – the acting attorney general, both of whom serve at the president’s
pleasure. For the purposes of Special Counsel Mueller’s investigation, Deputy Attorney General Rod Rosenstein
is serving as acting attorney general; Attorney General Sessions recused himself last spring.
In July, after Rosenstein indicated there was no good cause to fire Mueller, Trump kept him on but quickly and
publicly questioned his loyalty. He referenced “Rod Rosenstein, who is from Baltimore,” noting that “There are
very few Republicans in Baltimore, if any. So, he’s from Baltimore…”162 A few days after that, the president began
publicly berating Attorney General Sessions for taking a “VERY weak position on Hillary Clinton crimes” and
asked “where is the investigation A.G.” in response to a story concerning Ukrainian opposition to his campaign
and support for Clinton.163 Asked if he intended to fire Sessions, Trump replied “Time will tell” and said “I’m just
looking at it.”164 Although a new attorney general would have authority to fire Mueller, Sessions remains in office.
While there’s no indication the president has been able to restrict Mueller’s investigation, his lawyers reportedly have explored his power to pardon aides, family members, and even himself.165 Though the White House
initially denied those reports, the president tweeted that “all agree” that the President of the United States has
“complete power to pardon.”166
The pardon power could protect the president’s allies from criminal prosecution, but it likely cannot protect
the president. The question of whether a self-pardon is even possible is unsettled, though legal scholars tend
to believe it is not.167 During the Nixon Administration, the Justice Department issued a legal opinion that the
president could not pardon himself, citing the long-established legal principle that a man cannot be the judge
in his own case.168 And even if such a pardon was possible, it cannot protect the president from the ultimate
constitutional remedy: impeachment.
President Trump’s disrespect for the protocols of federal law enforcement weakens the independence of the
Department of Justice. This vulnerability is another that demands action by Congress. The special counsel must
be permitted to continue his work unimpeded, protected by new legislation if necessary; at least two bills that
would guarantee his independence have been introduced in Congress. Congress must likewise continue its own
investigations and until those inquiries are complete must defend the integrity and independence of the federal
justice system.

Conclusions
“Against the insidious wiles of foreign influence (I conjure you to believe me, fellow-citizens) the jealousy of a free people ought to be constantly awake, since history and experience prove that foreign
influence is one of the most baneful foes of republican government.”169 – George Washington
“They will be back.” So said James Comey when asked in June 2017 about Russian interference in the election.170
Russia’s efforts in 2016 were not the culmination of a grand plan; they almost certainly were the opening moves.
Experts agree that the campaign to undermine American democracy will continue, bolstered by Russia’s experience in meddling in American and European elections.171
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Investigating and adapting to Russia’s interference in the 2016 election is not—and must not be—a partisan
exercise. It is a patriotic duty. All democracies have vulnerabilities. Perhaps it was easier to understand democracy’s fragility when the United States was a young, small nation, but it is equally important to remember it today.
Americans should not be paranoid or pessimistic about this challenge, but we must be vigilant. Lawmakers at
the national and state levels must act. Common Cause has worked to uphold the core values of American democracy since 1970, and we know that solutions are available. We can strengthen our election infrastructure by
shifting to paper ballots and “risk-limiting” audits of election results. We can toughen disclosure laws to help
keep foreign money out of our elections and slow the spread of “fake news” through social media outlets, and
we can require that presidents and candidates for president release their tax returns so voters will know when
they’re trying to profit off the office. These and other steps are vital and it is past time to take them. We cannot
take our eyes from the road simply because we have travelled safely in the past. Let us continue building a great
democracy, advancing the framers’ vision against all challenges.
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